According that the current color image encryption algorithms of "scrambling -diffusion" mode have many problems, such as the small key space, the tedious encryption process, the security vulnerability and so on, this paper proposes a new color image encryption algorithm based on the hyperchaotic system, which adopts "transforming -scrambling -diffusion" model. Before scrambling, in accordance with the image itself attributes, the number of iterations is calculated, all the pixel values of color image gray code iterative transformation, then the chaotic sequence generated from the four-dimensional hyper-chaotic system and pixel matrix converted to gray code are transformed to one dimensional matrixes .The former is sorted and the later change correspondingly to complete the image pixel matrix of the whole domain scrambling. And then, bit operation is executed to complete image diffusion. the ciphertext is obtained by matrix transformation. The key sensitivity histogram information entropy correlation and other evaluation indexes are calculated and analyzed through the simulation experiment, and compared with other algorithms, proving that the encryption algorithm has strong anti-attack ability.
Introduction
With the rapid development of multimedia information industry, the security requirements of information are gradually improved [1] , and image encryption plays an increasingly important role in military, medical, meteorological and other fields, and has become a hot topic of many domestic. Due to its strong initial value and parameter sensitivity, chaos system shows good randomness, which has been widely used in image encryption [2] . Zhang Yonghong and Zhang Bo et al. proposed an image encryption algorithm based on Logistic chaotic system [3] . The algorithm has a simple process, but the ciphertext distribution is not uniform, making it difficult to resist statistical attacks. Gao Fei and Fan Qingyu proposed an image encryption algorithm based on Arnold transformation [4] , which is easy to realize and understand, but only applicable to square images with certain limitations. Ran Wei et al. proposed an image encryption algorithm combining DNA encoding of various chaotic maps [5] , which is highly sensitive to plaintext and keys and has strong scrambling effect, but the algorithm process is complex. Compared with low-dimensional chaos, highdimensional chaos has stronger dynamic characteristics and randomness. Zhao Feng et al proposed an image encryption algorithm based on two-dimensional chaotic system [6] , and Chai Xiuli et al proposed a color image encryption algorithm based on Chen's hyperchaotic system [7] , both of which achieved good encryption results. This paper proposes a new color image encryption algorithm based on four -dimensional hyperchaotic system. This algorithm is different from the traditional "scrambling -diffusion" encryption mode. Before scrambling, the pixel value is first converted into gray code, forming a new "transformationscrambling -diffusion" mode, which expands the key space and improves the security of encryption. During the scrambling process, the global pixel position is scrambled according to the chaotic sequence generated by the hyperchaotic system, which reduces the correlation between adjacent elements and each color component. The scrambled sequences and chaotic sequences are bitwise manipulated to complete image diffusion. After the whole encryption process is iterated, the ciphertext image is obtained by matrix transformation. With this algorithm, the security and cryptography characteristics of the encrypted color image are improved.
Hyperchaotic System
The equation of state of the 4-dimensional autonomous hyperchaotic system used in this paper is [8] :
where , , and are the state variables of the system, a, b, c and m are the real value parameters of the system, and the dynamic characteristics of the chaotic system depend on the change of parameters. When a = 33, b = 33, c = 2, and m = 9, chaotic attractors exist in system (1), as shown in Fig. 1 . At this point, the system has two positive Lyapunov exponentials and hyperchaotic characteristics [9] . Compared with low-dimensional chaotic systems, high-dimensional hyperchaotic systems show more complex dynamic characteristics, and have more complex phase space, the randomness of the system is greatly increased, so it is more suitable for the process of color image encryption.
Image Encryption and Decryption Algorithm
The traditional image encryption process mostly adopts the method of "scrambling -diffusion". Before scrambling, this algorithm firstly converts the pixel value of the image into gray code, improving the new encryption process of "transformation-scrambling -diffusion" to further expand the key space. Among them, ( ) and ( ) respectively typical gray code and natural binary code of the ith, ⨁ means exclusive or (Xor)operation. The method of converting a typical n-bit gray code into a natural binary code is as follows:
In this algorithm, the first encrypted gray code iteration conversion times are calculated according to the size of the color image 0 :
where, and are respectively the length and width represented by color image size pixels.
Pixel Position Scrambling
Based on the chaotic sequence generated by hyperchaotic system, this algorithm can scramble the pixel positions of n-by-m color images. The steps of pixel position scrambling are as follows:
1) According to the given system parameters , , , and initial values 0 , 0 , 0 , 0 , Runge-Kutta algorithm was used to iterate the chaotic system (1), and the four chaotic real value sequences of , , and were obtained. 2) Converting the four chaos real value sequences into a one-dimensional matrix, to reduce the impact of the initial value on the system, and give up the previous 0 results, we get a one-dimensional chaos sequence ，i = 1,2, … , N × M × 3,
Among them, ̅ 、 ̅ and ̅ are respectively the average pixel values of three color components, [⋅] represents the fetch operation.
3) Convert the three-dimensional matrix which has been converted to gray code to a one-dimensional matrix , arrange the one-dimensional chaotic matrix in step (2) by size and change positions synchronously. This completes the whole-field pixel scrambling. For color images, there is a strong correlation between adjacent pixels and each color component of a color image. The whole-field pixel scrambling method not only disrupts the correlation between adjacent pixels, but also changes the correlation among R, G and B color components to achieve a better scrambling effect. Although the histogram statistics of each color component have changed to some extent, the histogram statistics of the image as a whole have not changed, and the histogram statistics of each component are not uniform, which still needs to be further encrypted.
Pixel Value Diffusion
In order to improve the security of image encryption, this algorithm uses the sequence generated by hyperchaotic system to diffuse the pixel value of image. The hyperchaotic sequence transformed into one dimension is discretized as follows to obtain the key flow :
Converting the matrix generated by the XOR operation of scrambled image sequence and discreted chaotic sequence as the final output sequence.
Decryption algorithm is the inverse process of encryption algorithm, decryption image can be obtained by decryption according to the key 、 、 、 、 、 0 、 0 、 0 and 0 .
Simulation Experiment
the initial values were 0 = 6.1, 0 = 7.6, 0 = 19.8，and 0 = 16.2. The total number of iterations in the image encryption process = 5. According to the formula (4) and (5), the first round of encryption, the times of gray code conversion of iterations is r 0 = 2, the selection of chaotic sequence starts from 0 = 768, and then , in each subsequent iteration, 
Analysis of Simulation Results

Key Sensitivity
To detect the key sensitivity of the algorithm, only one key is changed during decryption. The initial value of the chaotic system, the number of iterations and the order number selected at the beginning of the chaotic sequence are changed respectively and slightly. In proper order, let 0 = 16.2000001, = 4, 0 = 769, The decrypted images are as follows: 
Histogram
Histogram shows the frequency of different pixel values appearing in images. It has been widely used in image retrieval, classification and other fields. Image encryption increases the difficulty of extracting image histogram features by histogram equalization and generalization [10] . The histograms of the images before and after encryption are shown in Fig. 4 . The histogram of color components tends to be uniform distribution, which is completely different from the plaintext distribution. This shows that the transformation-scrambling-diffusion mode of the algorithm has good scrambling and statistical characteristics, and meets the requirements of image encryption.
Relevance of Adjacent Elements
There is often a high correlation between adjacent pixels in plaintext, which is the inherent feature of the image. Therefore, the encryption algorithm should try to reduce the correlation between adjacent pixels. In this paper, 10,000 pixels are randomly extracted from plaintext and ciphertext, and the correlation coefficients in horizontal, vertical and diagonal directions are calculated according to the following formulas.
and are the pixel values of adjacent pixels, and is the correlation coefficient. The results are shown in Table 1 . Ciphertext [12] 0.0129 0.0065 0.0013
Ciphertext [13] 0.0034 0.0050 0.0056 2500 pixels were randomly selected from the three primary color components of the original image and the encrypted image respectively. The element distribution in the diagonal direction is shown in Fig. 5 : Fig. 5 . Correlation of pixel components in the diagonal direction of plaintext and ciphertext.
Adjacent elements of plaintext images tend to have a strong correlation, and the distribution of elements and their adjacent elements is concentrated around = , as shown in Fig. 5 (a) -(c) . The scrambling operation is aimed at reducing this correlation, which is shown as nearly uniform distribution in the region [0, 255], as shown in Fig. 5 (d) -(f).
Both Table 1 and Fig. 5 show that this encryption algorithm has good diffusion characteristics.
Robustness
In the process of image transmission or decoding, pepper and salt noise, gaussian noise and other noises as well as image clipping are often generated. Therefore, the image encryption and decryption algorithm should adapt to clipping and noise to a certain extent. Fig. 6 shows the images decrypted after a 1/4 clipping, adding 0.20 pepper noise, 0.1 gaussian noise, Poisson noise and speckle noise.
It can be seen from the image that ciphertext has been recovered well and plaintext information can be basically restored, indicating that this algorithm has good robustness. 
Anti-attack Analysis
Anti-exhaustive Attack
This algorithm based on gray code and hyperchaos system of 4 d, parameters and initial value, the number of iterations, and image size as the encryption key, set the precision to 10 14 , key space more than 10 86 , far more than Lian puts forward the key space of at least 2 64 to be effective against violent attacks [14] .
Therefore, the key space of this encryption algorithm can effectively resist exhaustive attack.
Anti-entropy Attack
Image information entropy is used to represent the aggregation feature of image pixel value distribution. The calculation method is as follows:
( ) is the frequency of each greyscale. This formula is mainly used to calculate the information entropy of gray image. In this paper, the calculation method of the information entropy of color image is defined as follows:
represents the information entropy of each color component of RGB. [3] 7.8556 ciphertext [11] 7.8534 ciphertext [15] 7.9551
As shown in Table 2 , by comparing the information entropy of plaintext, ciphertext of this algorithm and ciphertext image of references [3] , [11] and [15] , it can be concluded that the information entropy value of the encrypted image of this algorithm is closer to the ideal value 8, and the encrypted image is closer to the random signal source, which can effectively resist entropy attack.
Anti-plaintext Attack
Since the starting sequence number of gray code and chaotic sequence is related to the attribute of plaintext image itself, the key obtained by selecting different plaintext is often different, and "One Picture One Key" can basically realize that the key pushed by the specific plaintext cannot correctly decrypt the other ciphertext [7] . Therefore, it can be concluded that this algorithm has good anti-selective plaintext attack ability.
Anti-differential Attack
NPCR(Number of Pixels Change Rate) and UACI(Unified Average Changing Intensity) can be used to measure the sensitivity of encryption algorithm to plaintext, which is an important indicator to measure the algorithm's resistance to differential attack. NPCR and UACI respectively represent the proportion and degree of change of pixel values at corresponding positions. The greater the proportion and degree of change is, the stronger the ability of algorithm's resistance to differential attack is. The calculation formula is as follows:
where × 为 is the size of the image, ( , ) and ′ ( , ) respectively represent the pixel values of the corresponding positions of plaintext and ciphertext. Define the calculation method of NPCR and UACI for color image according to the gray images', as follows:
The calculated results are shown in Table 3 : When the NPCR and UACI of the image are greater than 99.6% and 33.46% respectively, it indicates that the algorithm has good security. As shown in Table 3 , by comparing the NPCR and UACI values of references [3] , [11] and [12] , this algorithm, more sensitive to plaintext than the references listed in Table 3 , can meet the security requirements, and has good resistance to differential attack.
Conclusion
In this paper, a new color image encryption algorithm based on "transformation-scrambling-diffusion" is proposed for a four-dimensional hyperchaotic system. It is different from the traditional encryption algorithm based on "scrambling-diffusion". According to the chaotic sequence generated by the fourdimensional chaotic system, the scrambling and diffusion are completed, which makes the algorithm show better statistical characteristics, and the algorithm process is simple and easy to implement. In the design of this algorithm, some encryption keys are dependent on plaintext, which increases the sensitivity of the algorithm to plaintext and improves the anti-plaintext attack ability. The simulation results show that this algorithm has good security and strong anti-damage ability, and has a very high application value in the field of image encryption.
